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THE EDITOR'S FAREWELL
Thoreau said it best, "Go confidently in the direction of your dreams! Live the life you've imagined." Though, I 
know it 's a tad cheesy but that 's what I'm doing. On the 8th of April I will be leaving the ACFE SA! 

I am sad to go because working at the ACFE SA has taught me about so many things that I had no clue about. I 
also learnt that I am capable of a lot more than I thought. When working at the ACFE, you have to learn how to 
do certain things very fast and I'm much better off for it. 

I have created memorable connections that have taught me more than I expected and I will use all these 
teachings in my life going forward.  My coworkers guidance and friendship is something that will stay with me 
forever. 

It 's a difficult thing to hand over responsibility for everything that I have created here at the ACFE SA to 
someone completely new, but I am confident that the correct person will take over and take the ACFE SA to 
even bigger heights than what I could imagine. 

Some things might change and we must always remember that change is always a good thing, because with 
change comes new possibilit ies.

So, goodbye and good luck for all the new endeavours to come and please remember to keep on supporting 
the ACFE SA as vigorously as you always have.

      

Kelly McGeer

Com m unicat ions



ADVERTISE
We are giving com panies and 
individuals t he oppor t unit y t o 
adver t ise in our  new quar t er ly 
m agazine!

The ACFE SA had the idea that we would like to bring 
more marketing opportunities for the companies and 
individuals affiliated with us. 

This magazine will be sent out to all our members on 
our database so the exposure will be enormous.

Adver t ising st ruct ure:

Special Discount :

If you take all four quarters you will get a 20% 
Discount:

- Half page - R4000
- Full page -  R8000

* all prices are excluding vat

1 Quarter 2 Quarters 3 Quarters 4 Quarters

Half Page R1300 R2500 R3500 R5000

Full Page R2500 R5000 R7500 R10000



We have reached the first quarter of the year and I'm struggling to  grasp how fast the year is flying by. I hope you had a 
blessed Easter weekend and managed to spend valuable time with your loved ones. It's exciting when I look at what's still to 
come and believe that you  will be amazed.

During March we spent time with all the Heads of Forensics providing feedback on what we managed to  implement since 
last years Imbizo and looking at what needs to be done  going forward. You will remember that one of the points of concern 
was  the fact that some members provided forensic services on a contingency  basis, which for most fraud examiners, was a 
matter of concern. After discussing this with the ACFE International we agreed that our rules require members to refrain 
from conflicts of interest and to be  objective in fraud examinations and testimony. Although this rule might  be 
reviewed/updated in the future, it was agreed that improper contingency fees are covered through a combination of our 
objectivity, bias, and conflict rules. 

It is necessary to inform members that, during our  discussions, we informed the heads that professional bodies got together  
to discuss the issue of professionalisation. Questions were asked why people were appointed to positions without having 
the correct professional skills nor belonging to a professional body ensuring that  they are regulated. Recent cases showed 
how heads of certain departments  managed departments without having the necessary skills, qualifications  and 
designations. Professional bodies only can reprimand members and,  therefore, we see many operating as "experts" not 
belonging to any professional body. A  document will be drafted to get the buy-in from company directors and  Heads to 
ensure that professionals are appointed in strategic positions  such as Forensic Departments, Internal Audit, HR, 
Compliance, at  Director level, etc. It will be expected from members of  professional bodies to ask questions as to why 
certain departments do not employ professional and skilled staff who will minimise risks of the  company, increase 
productivity and better service deliverance. We will  be communicating more about this in our next newsletter. I need to 
point  out that not only professional bodies will be driving professionalism, but also the new Draft Public Amendment Bill 
refers to the  need for professionalisation and I do believe that we will be seeing  more similar changes in legislation.

With that said, I want to welcome all our new CFE's and Corporate Sponsors  to the ACFE SA family. I look forward to meeting 
you at one of our events.

The ACFE International approved our request to register a new company that  will solely look at providing training in Africa. 
There has been a  demand from SAQA and the QCTO that the ACFE SA distance itself from accredited courses as we cannot 
be seen to be a provider and  professional body. We are currently sorting out the logistics around  this and hope to have 
everything in place by end of this month. Similar to how  the IIA SA currently provides training, we will be moving  all our 
short courses and qualification courses to the new entity. This  will provide us with the opportunity to register more courses 
with SAQA  and the QCTO for accreditation purposes thereby giving more  opportunities to our members. We will also be 
expanding the services  provided to the rest of Africa. Feel free to contact me if you have any  questions about this new 
entity.

Lastly, I  want to say farewell to Kelly who will be leaving us for new  opportunities in Japan. I know it has always been a 
dream of her to educate in Japan and it has finally been realised. I want to personally thank her  for all the hard work and 
new initiatives she introduced during her term here at the ACFE SA. I know she will make a huge success of the new  
adventure that awaits her. We have been advertising new positions and hope to fill these positions by end May.

As you can see, a lot is happening here at the ACFE SA. Remember to book for  the ACFE African Conference; hope to see you 
at one of our regional  events. 

Jaco de Jager

A WORD FROM THE CEO



Wheels are symbolic of the never ending life cycle; wheels are a mode of transportation to get us to our desired 
destination. As a CFE, think of your profession as a wheel which gets us to our desired destination of FIGHTING 
FRAUD and WHITE COLLAR CRIME. 

It is extremely dangerous to drive on worn, bald and low tread wheels and so, it is very dangerous for a Certified 
Fraud Examiner to deny themselves the opportunity to develop themselves, through research, keeping up with 
the latest trends and developments. Continuous Professional Education is the maintenance needed in the life 
of a wheel. 

1. You will be required to patch a part on the wheels that is preventing the wheels from performing at its best, 
and in the career of a CFE that means looking at your organisations staff training capacity, identifying 
weaknesses and areas of learning interventions.. 

2. You would need to rotate the front wheels to the back and for a CFE that means getting into roles that one is 
not familiar with, leading to growth and prevention of stagnation. It is impossible to believe that as a CFE, you 
would choose be stuck in the same role. 

3. To get to your destination, you would need to replace or change wheels. As a CFE that means learning NEW 
ways and discovering NEW tools and strategies to help prevent fraud and white collar crime through 
Continuous Professional Development. 

4. At times you will be required to stop by the garage to check your wheels' air pressure. This is where you meet 
individuals (petrol attendants) and these individuals are like your network helping your wheels stay on track. 
This is one of the biggest reasons why regional meetings, short courses  and conferences are important as an 
opportunity for you to meet other individuals within the field, to share insights, knowledge etc. Your network is  
a boost when the going really starts to get tough. Remember:  You're Only as Strong as Your Network.  

So don?t be a worn out wheel because of lack of training and development, equip yourself, and get to your 
destination faster and safer. 

The benefits of Training and Development are : 

1. It allows you to identify your weaknesses and get to know yourself more 

2. It creates an opportunity to set your career and life goals 

3. It gives you the X-factor 

4. It improves relationships.  

Lastly, remember, just like wheels need maintenance, so do CFEs. Your annual maintenance is 20 CPE. Do not 
wait till you're worn out ?  Check out the upcoming events in your region! 

Jesca Liphadzi
Training and Development

WHEELS AND THE CFE



D & S Forensic Invest igat ions is a pr ivat ely owned, independent   
com pany t hat  st r ive t o cont r ibut e t o t he f ight  against  cr im e in Sout h  
Af r ica and abroad, w it h a special focus on Fraud and Cor rupt ion  
invest igat ions in t he corporat e environm ent . 

De Wet  Fer reira aim s t o lead his t eam  and t o provide a professional, 
quick   and ef f icient  net work  of  resources t o any client  t hat  requires 
his  services, in order  t o det erm ine t he t rut h regarding a specif ic 
incident   or  incident s t hey w ish t o have invest igat ed, and t o provide 
a det ailed  repor t  w it h f indings and recom m endat ions t o address t he 
concern of  t he  cl ient . 

Cont act : De Wet  Fer reira 

Em ail: dewet @dnsforensics.co.za 

Tel: 083 230 0098 

Websit e: www.dnsforensics.co.za 





SPONSOR AND EXHIBITION OPTIONS 



SPONSOR AND EXHIBITION OPTIONS 

MEDICAL SCHEMES FRAUD, WASTE AND ABUSE
BY ACFE SA HEALTH CARE FORUM

Have you ever overheard someone towards the end of the year, say that they should quickly go and 
?stock up? to use up the last of their medical scheme benefits for the year? This is not fraud, it is waste 
and abuse. Analysing and unpacking the difference between fraud, waste and abuse, will assist to 
create a better understanding for all role players in the healthcare industry, including the members and 
beneficiaries of medical schemes and health insurance products. 

What is fraud? 
 Fraud refers to an intentional deception, misrepresentation, false statement(s) or false representation 
of material facts with the knowledge that the deception could result in unauthorised benefit or 
payment for which no entitlement would otherwise exist. These acts may be committed either for the 
person's own benefit or for the benefit of some other party.  

Healthcare fraud is one of the fastest growing crimes in South Africa today. Classified as a white-collar 
crime, healthcare fraud eats up huge amounts of money from the South African economy each year. 
One expert puts the figure at R930 million per annum, and postulates that the poor conviction rates are 
partially to blame for the rise in this type of crime. The fundamental problem in healthcare is that 
nobody is measuring the collective losses, and the quantum is just an estimate of losses across the 
entire sector. Professor Jim Gee, Partner and Head of Forensic, Cyber and Counter Fraud Services at 
Crowe Clark Whitehill LLP, and Visiting Professor and Chair of the Centre for Counter Fraud Studies at 
University of Portsmouth (UK), likens the common practice of merely directing counter fraud activities 
towards fraud detection, to ?chasing the smoke and not going for the fire?. This he says, results in the 
partial resolution of the problem, which leaves the door wide open for other potential risk areas, which 
may not be easily detected at times.  

FACTORS INFLUENCING FRAUD, WASTE AND ABUSE 

  



What is abuse?
Abuse in this regard refers to practices that are inconsistent with sound fiscal, business or medical 
practices, and result in an unnecessary cost to a medical scheme, or in reimbursement for services that 
are not medically necessary.  The elements of waste and abuse are as harmful as the effect of fraud, 
and both have a direct impact on other medical scheme members, including the viability of the Private 
health care sector and that of the economy. 

What is waste? 
Waste refers to the extra costs incurred when health care services are overused, or when bills for 
services are prepared incorrectly. Unlike fraud, waste is usually caused by mistake rather than illegal or 
intentionally wrongful actions.  It may still not be common knowledge, but health care fraud, waste 
and abuse affect all health care insurers in South Africa, and as a result the solvency ratios of many 
medical schemes have been negatively affected. 

What is collusion?
Collusion in this regard refers to a secret or illegal cooperation or conspiracy to deceive others. 
Collusion between health care service providers and medical scheme members is the same as fraud as 
it contains the elements of intent, deception and undue benefit.  The sad reality is that fraud, including 
the abuse and waste of benefits, and any other collusive behaviour, have a negative impact on the 
benefit pot of a medical scheme ? the same benefit pot on which all the members belonging to the 
scheme rely on should they require unexpected, costly and life-saving medical treatment. 





What kind of act ion is classified as fraud, waste and abuse? 

· Allowing your Health care provider to charge for services they did not provide; 

· Loaning your medical scheme card to unregistered dependents, i.e friends and family members; 

· Providing your medical scheme or policy details to a Health care provider for the purpose of 
submitting false claims in order to obtain a percentage of cash for the Health care provider upon 
payment of the false claims by the medical scheme or insurer; 

· Buying non-medical goods with your medical scheme card from doctors and pharmacies; 

· Being admitted to hospital for a non-existent ailment in order to benefit from the cash payment from 
your insurer.  

The list above is not exhaustive, but if it feels wrong or feels like a ?white lie?, don?t do it! Participating 
in these acts ultimately leads to increased contributions for members of medical schemes or medical 
insurance policy holders, due to the financial burden placed on the insurers. 

Some examples of health care fraud categories include, but are not limited to the following:  

 · Fraud by medical scheme members: fake ailments, membership substitution, dual membership, 
doctor hopping, false or altered invoices and identity theft. 

· Fraud, waste and abuse by health care professionals: misuse of practice number, servicing 
non-members using the details of registered members, claiming for services not rendered, 
over-servicing, merchandise substitution, script alterations, claiming for expensive branded medicines 
and dispensing the cheaper generic equivalent and reckless billing methods. 

Fraud affects every country and every sector. According to the PKF (UK) Financial Cost of Health care 
Fraud Report of 2011, the results collated over 12 years from across the globe show that 415 billion USD 
(over R4 trillion) is lost. This would be enough to provide clean, safe water around the globe, bring 
malaria under control in Africa, provide the Diphtheria, Tetanus and Pertussis vaccine to 23.5 million 
children under one year old children who are currently not immunised, quadruple the budget of the 
World Health Organisation (WHO) and the United Nations Children?s Fund (UNICEF), with a surplus of 
over 320 billion USD (over R3 trillion). 

South Africa is not immune to this problem. Role players in the health care environment recognise that 
it is a serious issue and one that has far reaching consequences which includes the reduction in the 
availability and quality of patient care.  

How often have you heard people say that they do not have health care cover, because they simply 
cannot afford it? While this is probably a reality for many South Africans, who truly cannot afford the 
monthly contributions for even the most basic cover, there are many others who can afford the top 
plans. The truth is that a large percentage of health care policy holders see their monthly contributions 
as a grudge purchase. Very often, this mindset leads policy holders, their dependents, and their 
healthcare service providers to developing a sense of entitlement and this is where the fraud, waste 
and abuse begins. The common comment from the members is ?I contribute a lot of money to the 
health care insurer every month, so I can use my available benefits as I see fit?. Education, especially for 
the members and their dependents, is very important in this regard. The likelihood is that once all role 
players fully understand the negative impact of fraud, abuse and wastage on the cost of healthcare, we 
will begin to see some positive change in behaviour.  



A CASE STUDY 

One medical scheme reported that a member recently complained about a Dietician who submitted a 
claim on his membership number for a two-hour session, following the member?s participation at a 
health and wellness day arranged by his employer. The member was only at the Dietician?s tent for 
about 5 minutes. The investigation showed that the Dietician submitted claims on the membership 
numbers of ALL the employees of that employer; and the medical scheme would not have known 
about it if it had not been for the member who checked his statements and reported the discrepancy to 
his medical scheme. The Dietician had been remunerated by the employer for the services provided 
during the health and wellness day; and was not supposed to submit claims for the individual 
members. She did not even render services for all the employees on whose behalf she submitted 
claims. 

One member?s vigilance and inquiring mind saved the medical scheme concerned, some money in this 
instance. Imagine the ripple effect if all members and policy holders behaved in the same manner.  

The responsibility of combating fraud, waste and abuse lies squarely on the shoulders of all role 
players in the health care sector, including health care providers, regulators, members of medical 
schemes and health insurance policy holders, as well as members of the general public. This is very 
important seeing that every role player suffers the consequences of increasing health care costs, one 
way or the other.  

Medical scheme members and health care insurance policy holders are the first line of defence against 
unscrupulous health care providers. By examining correspondence from their medical schemes, 
especially statements about claims that were received and paid out, members are able to alert their 
schemes or insurer about any suspicious claims. In this manner, forensic departments of medical 
schemes were able to  uncover many fraudulent claims. Even if your suspicion does not result in a fraud 
investigation, your vigilance and engagement with your scheme can help to curb the cost of incorrect 
claims submitted by health care providers, due to administrative errors. 

The Association of Certified Fraud Examiners (ACFE) SA is aware that sanctions imposed on offenders in 
the health care sector are not tough enough; and that this results in repeat offenders who continue 
unabated with the same modus operandi, or simply change tactics to avoid detection. It is very 
important for the health care industry to create more visible policing, and to inculcate a culture of zero 
tolerance to fraudulent behaviour. We have found that the one of the biggest deterrents to fraud, waste 
and abuse is to make it known that one is actively acting on every instance of fraud that is detected. As 
indicated, education, training and awareness go a long way in curbing the abuse of health care benefits 
and, as such, it is important that any approach towards fraud management must incorporate the 
awareness and education component. 

The ACFE SA Health care Forum was established to develop an accredited training course for health 
care investigators. The Steering Committee of the Health care Forum has also been tasked with 
ensuring that the course and the academic standards link back to the ACFE Code of Ethics, at the same 
time adhering to the SAQA requirements and the ACFE SA Training standards.  

Fighting health care fraud, waste and abuse is one of the top priorities of the members of the ACFE SA 
Health care Forum; and we would like to encourage all players in the health care sector to put in place a 
series of measures, to ensure that their businesses are fraud resilient. 



CALENDAR
Apr il 2018

16-17 Apr i l : Tracing of Hidden Assets (Gauteng)

19 Apr i l: PTA Regional Event

19 Apr i l: KZN 1 Day Seminar

19-20 Apr i l : Effective Report Writing (Cape Town)

May 2018

7-8 May: Effective Report Writing (Gauteng)

11 May: Gauteng Golf Day

14 May: Ethics for Fraud Examiners (Gauteng)

17 May: Johannesburg Regional Event

21-22 May: Procurement Fraud (Gauteng)

24 May: Swaziland & Central Regional Events

28-29 May: Anti-Money Laundering (Cape Town)

31 May: Limpopo Regional Event

June 2018

4-5 June: Forensic Fingerprint Taking (Gauteng)

7 June: Zimbabwe & Malawi Regional Events

11-12 June: Data Analytics (Gauteng)

14 June: Namibia Regional Event

18-19 June: Conducting Internal Investigations (Central)

21 June: Lesotho & EC Regional Events

25-26 June: HR, Employee Fraud Schemes (Gauteng)

28 June: Cape Town Regional Events



May 2018

7-8 May: Effective Report Writing (Gauteng)

11 May: Gauteng Golf Day

14 May: Ethics for Fraud Examiners (Gauteng)

17 May: Johannesburg Regional Event

21-22 May: Procurement Fraud (Gauteng)

24 May: Swaziland & Central Regional Events

28-29 May: Anti-Money Laundering (Cape Town)

31 May: Limpopo Regional Event





  

  

SMEs are in the forefront of economic policy in developing economies, playing a critical role in local economic 
growth and development. The reason for this is that SMEs tend to rather concentrate on local markets rather 
than global markets. Due to their local and narrowed view, are they vulnerable and exposed to many obstacles 
and challenges such as crime, fraud and corruption, which in turn has a negative influence on their 
development and prevent them from greater participation in the economy. Studies in Latin America confirmed 
that there are a direct correlation and negative consequence between criminal activity and firm performance 
for SMEs. 

Recent research has proved that there were no recent studies or statistics available to reflect the influence and 
effect of crime on South African SMEs. We can, however, confirm that the Small Business Institute (SBI) is busy 
with various surveys and studies to compile statistics on challenging issues in the SME market. During the 
research, we could only find a report dated 2008 on "the impact of crime on small businesses" which was 
commissioned by the Presidency. Although 10 years old the report provides the first evidence-based answers to 
the following questions: 

- how likely small and emerging business are to be victims of crime  

- the types of crime they experience most frequently  

- the ways in which crime constrains small business growth and development, and  

- how much crime actually costs small businesses both in money and in resources.  

The report  highlighted the following issues: 

- 70% of respondents admitted that they felt anxious about crime in the workplace 

- Over 50% had experienced at least one incident of crime in the past year 

- At least 20% of turnover is lost to internal and external criminal activity  

- Small Businesses are more vulnerable to the negative effects of crime 

- Excessive levels of crime had a pejorative impact on business owners? collective psyches 

There was a considerable variation in responses across all sectors but it was found that the larger SMEs have 
greater concern about crime as per the graph below: 

INFLUENCE OF CRIME ON SMALL BUSINESSES (SME) IN SOUTH AFRICA
BY JOHAN VAN DYK



The survey has found that South Africa?s crime victimization rate was 54% and it strongly competes with 
experience of small businesses in other developed countries. The following graph shows the variation in the 
proportion of business in each sector that had been victims of crime: 

The survey determined that crime can have a devastating effect on the profitability and viability of most small 
enterprises. A 2007 study by Grant Thornton found the following amongst South African medium to large 
businesses affected by crime: 

· 65% reported decreased productivity and motivation of staff 

· 41% reported a decrease in creativity, ingenuity and resourcefulness of staff 

· 32% said crime had resulted in loss of staff 

· only 17% of businesses were completely satisfied with the service they received from the South African Police 

In our experience whilst operating in the SME market for quite a while and although this report is 10 years old 
we found that the current situation has not changed. One of the biggest stumbling blocks to manage all risks 
SMEs are faced with is sufficient funds. It is very seldom that SMEs can afford to appoint risk managers, a chief 
information officer, a chief financial officer and legal officer to assist with compliance.

Due to the relatively high cost of some of the major players in the market, most of the SMEs cannot afford the 
much-needed services. We are passionate about risk management and therefore we developed an Integrated 
Risk management solution which is affordable to all SMEs, no matter how big or small. Since we started 
engaging and conducting various investigations, audits and supplied risk-related services we found the 
following: 

 · the threat of crime and dishonesty for SMEs are similar to those of corporates 

· losses due to fraud and dishonesty is a direct result of lacking policies and procedures 



· the frequency and threat are greater to SMEs due to the lack of proper governance and compliance 

· SMEs do not really have identified red flags to serve as a warning system of possible irregularities 

· that SMEs are ideal targets for criminals who specializes in cybercrime since their systems are not always as 
secure and protected as it should be  

Another popular trend we identified was that many of the SMEs outsource their IT services to smaller service 
providers due to cost. Due to the fact that most business owners do not possess over the IT support, skills and 
knowledge required, they are dependent on the services of the companies they use. At one client we found that 
the IT recruits illegally installed Bitcoin miners on the system which resulted in a successful ransomware attack 
through one of these Bitcoin miners. Not only were the company at risk through these attacks, but the miners 
were also illegally connected to a neighboring business? electricity supply which posed various other liability 
issues.  

EOH-FS found that the mere fact that business owners do not know about attacks on their systems does not 
mean there are none. At one client we did ?health screening? and found that they have 50 employees but that 
there were 483 different devices successfully connected to their network in one month. This implied that each 
employee had more than 9 devices. We could identify which of these devices were used to attack the business? 
IT system to obtain information about their IP, clients, finances, etc.  

We discovered ghost employee schemes at several of the bigger SMEs through which they lost millions of rand 
over a period of just more than a year. Once again, the lack of proper systems, policies and procedures allowed 
this scheme to continue for more than a year. 

We also found that SMEs are losing large amounts of income due to the lack of proper documenting of policies 
and procedures. These losses are not the result of criminal acts or dishonesty but due to negligence and no 
clear regulated procedures to follow. A further result of the absence of procedure is the fact that many 
employees and clients have knowledge of dishonest or irregular activities but there is no clear mechanism to 
report these issues without exposing themselves. 

Currently, the South African Law only requires listed companies to have some sort of whistleblowing service for 
their employees and clients. Presently, there is no such requirement for SMEs and due to the cost of these 
services they simply don?t subscribe. We developed and utilised an inexpensive whistleblowing App called 
ExposeIT which can be used to inform employers anonymously about irregularities evident in the business. This 
App also allows for the attachment of video clips, photos, files, documents, etc.  

Taking the above into consideration, it is unfortunately an accepted fact that SMEs are at the forefront of 
economic policy in developing economies, playing critical roles in local economic growth and development.  
SMEs are further the platform where job creation should be prominent due to the fact that automisation does 
not play such a big role with entrepreneurs and emerging businesses. Crime, however, carries the most weight 
and has immense negative influences on job creation.  The ACFE?s recent study showed that worldwide 
businesses are losing about 5% of their turnover due to fraud and dishonesty. A report of 10 years ago showed 
that SMEs lost about 20% of their turnover due to crime which is 4 time higher than the normal rate. Crime is 
sadly one of the biggest reasons why so many SMEs are closing their doors and the number of entrepreneurs is 
decreasing in South Africa for that past few years. 

If we want South Africa to have a sound economy again we will have to engage and get involved and aid the 
SME market in proactively putting measures in place that will identify, address and eradicate crimes like fraud, 
corruption and theft within the businesses.  







The world is experiencing unprecedented cyber-attack volumes with threat growth. The number 
doubled from 4 to 8 per second in the last quarter of 2017, leading to an all-time high of 63.4 million 
new malware samples. 

The Healthcare sector in particular are under attack scrutiny with breaches increasing by 210% 
between 2016 and 2017. 

Cyber criminal are Shift ing Tact ics 

Looking beyond the sheer volume of cybersecurity threats, the sophistication is spectacular. Fileless 
malware is an emerging tactic. These malware types write the malicious code directly to 
random-access memory (RAM) and distribute via online advertising. Apps are created to mine 
cryptocurrencies by exploiting computing resources.  

Upward trends clearly show that attackers also focus on social engineering at scale (i.e. Phishing, 
Baiting, Pretexting, Whaling) as a tool to assist in their attack strategy. 

By definition, social engineering is an attack vector that relies heavily on human interaction and often 
involves tricking people into breaking normal security procedures. Social engineering campaigns have 
evolved significantly. They are very sophisticated with attractive credible lures with Business Email 

Compromise (BEC) being the mode of distribution. At the end of 2015, BEC comprised less than 1% of 
the attack tactics/vectors, but by the end of 2016 BEC made up 42% of the tactics. BEC accounts for 
billions of losses to businesses across the world as per various quarterly reports. Projections for BEC 
into the latter half of 2017, in terms of their targeted victims, is to move downstream - meaning not 
focused at large corporates only but to include Small, Medium and Micro Enterprise (SMME) business. 

The human factor Social engineering is the predator and the human factor is prey. The intent of 
cybercriminals using ransomware determines the methods used for distribution of the malware 
payload. As long as the goal is revenue generation, the e-mail route or channel will remain the 
distributor of choice when compared to using ransomware as a tool for disruption and destruction. 

The click of a mouse by the end-user fires off the initial attack activation when accessing compromised 
mail that contains the malware payload. Even though end-points can be patched ?patching? to 
eliminate the vulnerability which the malware exploit, the human factor remains the challenge. Angler 
phishing is the latest ploy being used by scammers on social networks like Twitter and Facebook. 
Angler phishing is a trend that spiked with 150% in the last 18 months with cyber criminals using social 
media as an attack vector. Angler phishing makes use of fraudulent social media accounts 

THE WORLD IS EXPERIENCING UNPRECEDENTED CYBER THREATS AND ATTACKS
BY PIETER VAN RHEEDE



impersonating corporate client services directing unsuspecting clients via links to very realistic landing 
pages. This trend started with targeting the financial sector but has moved into the retail space over 
time as cyber criminals find this vector more and more successful. 

AI vs AI 

Malware is a manual process for cyber criminals. By applying AI to malware, the speed at which evasive 
malware will be able to adapt, evolve or adjust to a specific attack surface or victim profile/range will 
mean that traditional measures will become completely incapable to counter attacks. Bad AI will apply 
its intelligence to botsnets, creating self-learning hivenets and swarmbots, advance spear phishing and 
poisoning the good AI machine learning engine.

When business is able to understand how these events occur with associated risk, it becomes a little bit 
easier to implement preventative strategies and mitigate the risks.   

So how does business defend itself? 

A strategic focus from executive level is required with technical and administrative control 
perspectives, in addition to already implemented protection layers.  

User awareness training is critical. Unfortunately, the content age or immediate relevance of content 
for user awareness programs presented to employees compared to what is happening in the current 
threat landscape tend to lack behind. 

Businesses of all sizes that put in place a strategic vendor partnership to focus on mitigating cyber 
security risks, yet keeping a holistic view, will gain successful protection.  

Selecting a SECaaS vendor partner should be based on the maturity of their AI, a complete immune 
system solution underpinned proven AI. Many vendors have excellent products, but the products are 
fragmented and scattered and address only some aspects of the client?s business cyber ecosystem 
risks.   

Other considerations should include that the immune system solution must be scalable and modular, 
integrated to one another, yet be able to function as a standalone module. EOH-FS as a SECaaS vendor 
partner to their clients understand the risks associated with mitigation requirements. Providing 
preventative and sustainable AI based SECaaS solutions and services that will cater for the pace at 
which cybersecurity is moving rapidly into the future.  

  

EOH-FS? SECaaS solut ion powered by IBM technology ? we lead with our clients! 



Established in 1997, Pro Scripto has ever since grown into a SA class-leading forensic document examination service 
provider, supporting the gathering of evidence in criminal and civil investigations. We specialize in the forensic 
examinat ion of quest ioned /disputed signatures, handwrit ing and printed matter, also present ing nat ionally and 
internat ionally, expert  evidence during judicial proceedings. 

We evaluate forensic document examinat ion expert  reports for compliance with best  pract ice standards. We remain 
updated on international research and accepted best practice methodologies through professional membership of 
international regulatory bodies and participation in subject related discussion forums. We adhere to a Professional Code of 
Conduct 

Pro Scripto was appointed as an official ACFE training provider offering annual basic QD awareness courses, qualifying 
delegates to earn 14 CPE points.  

We consult  on special projects in document and print  security. Internat ional assignments also accepted 

 FOR MORE INFORMATION AND QUOTES 

Jannie Bester Leon Esterhuyse 

MCSFS (UK), M Inst D, CFE (Int.) Dip Pol (Admin)       

Mobile: +27 (0) 83 273 3410 Mobile: +27 (0) 82 374 6979 

E-mail: proscrip@mweb.co.za E-mail: leon@proscripto.co.za 

  

Tel: (office) +27 (0) 12 433 6300 

Tel: (alternat ive) 086 133 3002

Fax: 086 689 3704 

Website: www.proscripto.co.za 

  



DUE DILIGENCE AND NON-COMPLIANT EXPERTS
BY LEON ESTERHUYSE AND JANNIE BESTER

?In the result, I have come to the conclusion that she has to be disqualified as an expert and her testimony is 
to be disregarded.? - Twine and another v Naidoo and another [2018] 1 All SA 297 (GJ) 

 A judgement like this must send shivers down the spine of any investigator who has invested many hours 
and resources in an investigation and preparation for a trial, and then your expert FAIL!  

Your choice of expert and the subsequent relationship with an expert is critical during your investigation 
and resultant judicial processes, as essential is the reputation of your business. It should be managed as 
a potentially damaging risk as well as a potential reputational risk. 

When choosing and expert to assist during an investigation and give expert testimony during judicial 
process is simply not just a Google Search, a phone call, an email, a cost cutting budget exercise and 
biased decision making. The appointment of an expert is a well-informed decision. 

Which expert do I use? This decision must be based on how the courts see an expert and what do they 
view as a suitably qualified expert. It is not a business decision, it is a legal decision based on how the 
court view an expert, expert evidence and the parameters of expert evidence. 

In the case Twine and another v Naidoo and another [2018] 1 All SA 297 (GJ) the court was faced with 
the challenge of having to evaluate the testimony of two handwriting experts; one for the plaintiffs in the 
matter and the other for the first defendant. The court in consideration of the evidence by the two 
experts, found that the one had ?lost the degree of independence required of an expert witness who 
provides the court with an unbiased opinion?, therefore not only disqualifying this witness as an expert but 
moreover, disregarding the evidence by the particular witness. The other expert?s evidence; ?though 
candidly expressed, was too uncertain (indefinite) to be of any probative value in determining the central 
question before the court? 

Given the divergent approaches by the two experts, the court thought it appropriate to comment on the 
role, duties and functions of an expert witness as well as the role and functions of the court before 
analyzing their respective testimonies.  

The honorable Judge highlighted several principles relevant to what the court requires from an expert 
witness. For purpose of this article the following specific sections from the judgement are quoted; 

?Most of the challenges faced by the court arise from the fact that the basic principles about the role, 
relevance and value of an expert?s testimony are often ignored by the alleged experts themselves and by the 
parties calling them. This, unfortunately, has resulted in the unnecessary wastage of court time and the 
unnecessary incurrence of costs by parties. 
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 It is, for this reason, necessary to recall the basic principles involved in the admission of expert evidence. 
Before doing so it is worth mentioning that as these principles have evolved over time they have themselves 
raised challenges of their own for the courts, much of which stem from the fact that the courts have not 
always been consistent in the application of some of the  principles underlying the admission of the 
evidence. Put differently, the landscape of expert evidence has been expansive and its topography uneven. 
Nevertheless, the learning over the years has established the following principles with regard to expert 
witnesses: 

(b)  

The witness claiming to be an expert has to establish and prove his/her credentials in order for her opinion 
to be admitted.

(d)  

The expert witness should bring specialised knowledge to the court. The specialised knowledge could be 
either experience, training or study-based or the testimony that the expert witness provides must be entirely 
or substantially based on the specialised knowledge of the expert. 

(u) Expert witnesses who repeatedly provide expert opinions to parties ? and sometimes only for plaintiffs or 
only for defendants ? should be careful not to burden the court with what some justices of the US Supreme 
Court called ?expertise that is fausse and science that is junky.? 

?However eminent an expert may be in a general field, he does not constitute an expert in a particular 
sphere unless by special study or experience he is qualified to express an opinion on that topic.? 

With the vast development of scientific and technical knowledge of the natural, physical, social and 
commercial world, the demand by either investigators or courts for specific expert skills and knowledge 
has grown into establishing an industry of experts all selling their skills to whoever require their ?alleged 
expertise? Disappointingly though, some of these individuals are often for whatever intents and 
purposes, self-styled, quasi ?experts? who by improper training and lack of knowledge are not only a 
potential risk to the legal process in general, but moreover, harming the true principles and values of the 
specific scientific discipline in which they function. 

With the abovementioned court case as just one illustration of how expert evidence can sometimes fall 
short during judicial proceedings, it should be clear to all role-players (investigators) that due-diligence 
is required before appointing any expert to assist in the gathering of evidence and building a case. 
Carefully consider your ?what, where, when, who & how? options when it comes down to the sourcing of 
forensic information, striving towards acquiring the service of a reputable service provider.  

 What qualit ies should your expert  have?  

He/she should have followed and completed a ?recognized training program? 

He/she should at all times apply recognized international best practice methodologies and standards 

Must hold membership of recognized professional bodies 

Has a proven track record and reputation 

Must understand on how to minimize bias 

 ACFE SA through its Forensic Science Forum has already compiled, accepted and published a 
Professional Standards guide relating to forensic disciplines in general. This document presents specific   



directives and ethics to be considered and adhered to by forensic experts thus ensuring best possible 
levels of service delivery.  

 Citation from ACFE SA Professional Standards guide; (http://www.acfesa.co.za/page-18418) 

 

Int roduct ion: The Forensic Science Forum 

The aim of the Forensic Science Forum under the auspices of the ACFE SA is to   standardise and regulate 
scientific methodologies employed in the course of   forensic investigations, which are carried out in 
conjunction with criminal   or civil legislation. Such investigations include almost all disciplines and   
practices involved.  

It is instrumental to lead the way in terms of setting standards in all the   disciplines of forensics applied 
during any given investigation and although   there are well known and international standards in most of 
the disciplines,   some changes may be required in order to address the situation in South   Africa and 
Africa in the context of our own environments and applicable   legislation and/or legal systems and 
frameworks.  

Forensic scientists and criminal investigators need to be guided with acceptable   standards and 
procedures for carrying out such examinations. Although the   ACFE refers to ?certified fraud examiners? it 
recognises the fact that a   strong association exists with forensic examiners and practitioners. All   
forensic disciplines will accordingly be included in the Forensic Industry   Standard Forum.     

Investigators seeking for instance, the services of a forensic document examiner, will find guidance from 
the Professional Standards guide relating to all applicable requirements for a well-trained, competent 
expert in this field. Appreciation of those requirements is necessary before appointing an expert to assist 
in any specific investigation.  A well-considered decision in the appointment of your expert will not only 
result in bringing about the best possible forensic technical results in support of an investigation but 
equally so, will most probably meet those principles required by a court of law in consideration of any 
specific kind of expert evidence. 

http://www.acfesa.co.za/page-18418
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The proposed amendment of the Prevention and Combating of Corrupt Activities Act (?PRECCA?) 
is good news for forensic professionals

BY SMILE KODLANA NDLOVU (CFE)

These are some of my comments relating to some of the proposed changes to PRECCA: 

1. The proposed amendment of sect ion 18 of the act  (?offences of unacceptable conduct  relat ing to 
witnesses, whist le-blowers and account ing profession?) 

My view about section 18 is that, the words ?accounting profession? are narrow and leave out other 
assurance providers like forensic investigators, security personnel, risk, compliance and ethics personnel 
and so forth. The words ?accounting profession? should be changed to ?assurance providers? or any term 
that is broad enough to cater for those that are not in the traditional accounting or auditing profession. It 
is not a progressive step to lump all assurance providers as accounting professionals. The reality is that, it 
is not only accounting professionals that uncover or can uncover corruption and other offences during 
their scope of functions. 

To that end, the proposed section 18(d) should ideally be changed from ?persuade or deter any public or 
private auditor or accountant or bookkeeper from reporting an offence in terms of this Act detected during 
the scope of his or her duties? to ?persuade or deter any public or private auditor, investigator, accountant, 
bookkeeper or any assurance provider or any person providing governance or related functions from 
reporting an offence in terms of this Act detected during the scope of his or her duties?. If these changes are 
not made, those that are strictly not public or private auditors or accountant or bookkeepers (like 
forensic investigators, security personnel, risk, compliance, ethics personnel and others) will only be 
protected by section 18(d). They will only enjoy protection as whistle-blowers from section 18(c) 
(persuade any person not to report or deter any person from reporting an offence in terms of this Act). 

It is unfair that only public or private auditor or accountant or bookkeeper are protected considering that 
they are not the only profession that is the cold face of fighting the scourge of fraud, corruption and other 
societal ills. In fact, fighting fraud and corruption is not the primary mandate of the public auditors, 
private auditors, accountants or bookkeepers.  

2. The proposed amendment of sect ion 26 of the act  (maximum sentences that  can be imposed) 

Other than two prominent cases involving Mr Shabir Shaik and the late Mr Jackie Selebi, there has been 
public dissatisfaction with some of the sentences meted out for those that were charged for corruption, 
especially in lower courts. Section 26 does not change the penalties that must be meted out by various 
courts, it only introduces monetary penalties (fines) that must be imposed to those that are found guilty 
as an alternative to a custodial sentence. For offences relating to Part 1, 2, 3 or 4, or section 18 of Chapter 
2, the proposed amendment indicates that:  



(i) in the case of a sentence to be imposed by a High Court, to a fine or to imprisonment up to a period for 
imprisonment for life;  

(ii) in the case of a sentence to be imposed by a regional court, to a fine not exceeding R50 million, or to 
imprisonment for a period not exceeding 18 years or to both a fine and such imprisonment; or  

(iii) in the case of a sentence to be imposed by a magistrate?s court, to a fine not exceeding R10 million, 
fine or to imprisonment for a period not exceeding five years or to both a fine and such imprisonment.

The bill also mentions that the court may impose a fine equal to five times the value of the gratification 
involved in the offence and that in sentencing a corporate body, the court must ensure that the fine 
imposed properly reflects the seriousness of the offence, the amount of the gratification paid, the benefit 
derived and the annual turnover of the corporate body, including that of any associated entities for the 
period preceding the offence. Other than using the competition act, this specific section will come in 
handy when dealing with cartels that are involved in corruption and/or any anti-competitive behaviour. 
For an example, with these proposed changes, those that were involved in fixing of bread prices, 2010 
World Cup stadiums construction cartels and others, will now be prosecuted using this specific section.  

3. The cancellat ion of report ing threshold, protect ion of whist le-blowers and the int roduct ion of 
the second report ing obligat ion: The section by section explanation of the bill relating to section 34 
(paragraph 46 or page 22 of the bill), mentions that ?In the judgment of the Constitutional Court dealing 
with the DPCI,  the Chief Justice referred to corruption as a cancer requiring drastic action before it becomes 
terminal. It is proposed that the threshold of R100 000 in section 34(1)(b) should not apply to the PRECCA 
offences?. Currently, section 34(1)(b) offences are theft, fraud, extortion, forgery or uttering a forged 
document that are above R100 000. As a Forensic Investigator, I am very excited by this proposal. 
Oftentimes entities hide behind the R100 000 threshold for not reporting the matter to the police. Some 
of them have also used the threshold as a distinguishing factor for serious and non-serious 
transgressions. Anything below R100 000 is considered insignificant, not serious enough for the police to 
be involved. If the proposed changes are approved, it will now be an offence not to report any offences 
under PRECCA mentioned in section 34, irrespective of the amount involved. Among other things, the bill 
went further and indicated the following relating to section 34: 

a) A court may find that any person who bona fide filed a report as contemplated in subsection (1) may 
not be held liable to any civil, criminal or disciplinary proceedings in respect of the content of such 
report: 

This is another victory for whistle-blowers and the fight against fraud and corruption.  Whether it is 
revelations at various SoE?s, Steinhoff accounting fraud, Gupta leaks and other corporate scandals that 
we have witnesses in 2017, in South Africa we now need more whistle-blowers more than ever before. 
Our future as a democratic, stable country that respects rule of law depends on this. This subsection 
protects people that made reports to the police in good faith. This proposed amendment further 
augment the Protected Disclosures Act (?PDA?), Act 26 of 2000 also called the Whistle Blowers Act. The 
main difference between the two acts is that the reporting in terms of PRECCA must be made to the 
police, while for PDA reporting must be made to certain specified parties or authorities. I am hoping that 
once the amendments are passed, fellow South Africans, will use the act to report corruption and other 
offences mentioned in section 34, that is, theft, fraud, extortion, forgery or uttering.  





b) All institutions referred to in subsection (4) must implement appropriate internal compliance 
programmes in order to ensure that the offences referred to are in fact detected and reported 

Another good news for the forensic professionals is that, the bill proposes a second obligation on people 
that are mentioned in section 34(4) (people that hold a position of authority). These are the people that 
must report (first obligation) if they know or ought reasonably to have known or suspected that any 
other person has committed an offence as per section 34(1)(a) and 34(1)(b). For ease of reference the said 
people are: 

· the Director-General or head, or equivalent officer, of a national or provincial department; 

· the municipal manager; 

·  any public officer in the Senior Management Service of a public body; 

· any head, rector or principal of a tertiary institution; 

· the manager, secretary or a director of a company; 

·  the executive manager of any bank or other financial institution; 

· any partner in a partnership; 

· any person who has been appointed as chief executive officer; 

· any other person who is responsible for the overall management and control of the business of    an 
employer; or  

· any person mentioned above, who has been appointed in an acting or temporary capacity.

The second obligation that is imposed on people in position of authority is that they must implement 
appropriate internal compliance programmes in order to ensure that the offences referred to in 
subsection 34(1)(a) and 34(1)(b) are detected and reported. This practically means that people in 
position of authority must ensure that, there are adequate systems and processes in place to detect and 
report on corruption, theft, fraud, extortion, forgery or uttering, within the institutions that they manage 
or lead.   

This specific proposed change, coupled with the specific recognition of forensic investigators by King IV, 
will further heighten the stature of the forensic profession in South Africa. This specific proposal, will 
provide an opportunity for forensic professionals to expand the scope of organisations to whom they can 
offer full scale Fraud Risk Management processes. Any person in position of authority who fails to comply 
with this second obligation, is guilty of an offence. The bill is not specific on the proposed penalty for 
those that fail to comply with the second obligation.     










